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Introduction

The website designed for this assignment an online store for merchandise based
around the popular video game Watchdogs. The site uses the bootstrap framework for the
layout aspects navigation, content layout and carousel. On the home page the page shows the
top 10 products this is based on a query that gets the top 10 items with the lowest stock item
at the top. From the home page there 4 further options

Customer Login

This allows current customers to login to their profile. From there they can update any
details held by the company and view their purchase history. When the customer tries to login
using the form it asks for their username and password. As a security measure the TYPE for the
password field is set to “password” which changes the typed text to *, however this is not
secure. On a person device because browsers like Chrome and Edge cache passwords it may
show if another user opens the page. Even though at first glance they may not be able to see
to that password a simple hack will make display in plain text. If someone right clicked on the
webpage and then inspect then they can change some of the code on the site. Changing the
TYPE to “text” will display the raw password.

Please login to update your details and see
history
Please enter your username and password to log

jmmilligan

Halareach

One way to counter act this is stop browser auto filling usernames and passwords in the code
of the form.

In order to login both the username and password must match a record in the table
customer. Once they have logged in a session cookie is created with their username and a
dynamic URL is created to allow them to access their profile. When they click on the link, they
are presented with a form that is populated with their held in the database. Below that is a
history of any purchases which uses a join to combine three tables’ ORDERS, CUSTOMER and
PRODUCTS.




Register an account

This allows a new customer to create an account. When an account is created the form
and the PHP code to insert the new account are ran on the same page using <?php print
$_SERVER['PHP_SELF'] ?> inthe action on the form tag. In the code there is an IF statement
that checks S_POST is not empty and then will run the code to insert the user. Each variable
that's is passed is cleaned using mysqli_real_escape_string to help prevent SQL Injection. This
is discussed further on in the report under Security. Then the query is prepared again to
prevent SQL Injection [1].0nce the security measures are complete a search is run to see if the
username has already been used. There are 2 customers in the database that do have the
same username this was to test that both the username and password must match in order to
login.

If the username exists a message is passed to the customer and the code stops. If the
username is safe to use then the record is inserted and a confirmation messaged is displayed
asking them to login.

Shop

The shop page allows a visitor or guest to browse all the products currently on sale.
These are displayed in ascending stock level. It also uses paging which is set to display 10 items
on each page. This code is from a previous lecture. To the right of the products is a search
facility. The search is based on a wildcard (%searchTerm%) against the product name. Again,
the form and PHP code run on the same page. Once the search has run the results are shown
with the number of results. The search is also in an IF statement that checks if 5_POST is not
empty, this will prevent the search running on page load and with blank data. In the ELSE of
the IT statement there is a function that will shown a random quote from the game. [2]

Staff Login
This allows staff to login, depending on if they are an admin or not, they have access to
the following features.

1. View current non dispatched orders. ( All Staff)
2. View staff login logs ( Admin only )
3. Admin Page to add new staff members and view current staff ({ Admin only)

The staff login works the same as the customer one, the member of staff must match their
staff number and password. Once they have a session cookie is created and they are given a
list of links depending on if they are an admin. This is checked by an IF statement.

Each time a member of staff logins in to the system an Insert is made in to staff_logins table.
The only variable that is passed is the staff member’s name. The ID is set to auto increment
and set as the primary key a time stamp is also added.

If they an admin and view the current list of staff, they have the option to delete a member of
staff. They are also able to create a new member of staff. Some of the details are prefilled with
deafults and the password is auto generated using javascript the code is a variation of the

following code [3]. and is readonly. This could be hidden in future and the staff members email




captured this would then allow for the password and login info to emailed to the staff
member.

Please fill in the details below to register an account.

Staff Number [s100 ‘

MName | ‘

Is Admin ( 1 for yes |0 ‘

0 forne)

Login Password | SXOGLBTIPP ‘

Add Staff Member

© 201792021 Julian Milligan, Inc. -

Please see the readme file for a list of staff logins.

Database

The database consists of 5 tables please see Appendix 1 for the ERD that the design
was based on. Some aspects changed when the database were created.

Customer
This table holds all the customer details with the customer ID as the primary
key and various other fields to hold Name, Address, Postcode, Telephone, Email, username
and password. This is inline 3NF so only one record is needed for each customer, but the ID
can be stored in the Orders table against multiple orders.

Orders
This table holds all the orders currently in the system. order_|D is the primary
key with foreign keys for customer ID and product ID. The date of the order is also captured
and if the order has been processed.

Products

Currently as the company are only starting out their product list is limited. The
table holds a product name, description, image name, price, stock level and category.

Staff

This holds the staff data which includes Staff ID, Name, are they an admin and
their password.

Staff_|login
This table holds the entries for each login for a member of staff. The log_ID is
the primary key and is set to auto increment. The login_date is a time stamp so on the insert
the only value passed is the staff members name.




Site Security
No matter how well designed a website is if it contains any data that could be personal

or business related then steps must be taken to protect it. The method that is widely used is
called CIA Triad [2]. As quoted by Josh Fruhlinger

« “Confidentiality: Only authorized users and processes should be able
to access or modify data

« Integrity: Data should be maintained in a correct state and nobody
should be able to improperly modify it, either accidentally or
maliciously

« Availability: Authorized users should be able to access data
whenever they need to do so”

The steps taken in the design of the for each of the layers is as follows.

Confidentiality

Because a customer must login to see or update their data this means that another user may
not access their account. One way to increase the security as it is a signal factor authentication
would be to add multi factor authentication. This would add an extra level of security to the
login. There are a number of ways this could be done from entering a simple code that's texted
to a mobile number or integrating Microsoft's Office 365 login [3] and using their
Authenticator App to generate a code. There are other options such as Google's Authenticator

App.

The same would need to be enabled for the staff login.

Integrity

Only a customer can update their record currently so only they could change their delivery
address, email, and telephone. Allowing staff to alter these details could open a security issues
with the possibility of staff altering the address to obtain goods. With in the site only 2
members of staff are allowed to add new staff as they have been set as admins of the system.
This again makes sure only a limited number of people can access these pages.

Availability

Anyone who logins to the system can only see the data that they need to see. A customer does
not see any data about staff members and the staff can not see any of the data about
customers other than the customer ID on the orders page.

To increase the security of the site when it goes live a HTTPS certificate will be needed. This
will give a number of benefits. One it will allow the customer to have the confidence that the
site is secure because in most browsers a padlock is shown next to the URL.

5 https:/;




The main benefit will be that the site will be the site that the customer goes to. The issue with
HTTP sites is they can be hijacked. So a customer goes to http://watchdogsMerch.co.uk and
the index page may look as excepted but the rest of the site has been cloned and the details
are being captured into another database and payments send to another person or company.
HTTPS will prevent this because the SSL certificate will guarantee the URL of the site is the
same as the address on the server. The SSL or Secure Socket Layer holds information on the
owner of the site, the date it was issued , the public key and the domain name. They are also
encrypted so they can not be tampered or cloned [4]. Clicking on the padlock allows you to
view certain information about the certificate.

() | https://www.cloudflare.com/en-gb/learning/ssl/wt

t  About www.cloudflare.com X
(2] Connection is secure >

JD Permissions for this site

Cookies (6 cockies in use) >
gﬁ Tracking prevention for this site (Balanced) o
Trackers (0 blocked) >

n

winheita AanAd Ancrntina s

g 11LLPS: /WWW.CIOUQ AN e.COITI/ EN-g o/ 1edining/ssif wri

< Connection is secure B X i

This site has a valid certificate, issued by a trusted authority.
This means information (such as passwords or credit cards) will be
securely sent to this site and cannot be intercepted

Always make sure you're on the intended site before entering any
information.

earn more ‘

Another issue which HTTPS may not help with is SQL Injection. This involves a hacker adding an
extra SQL query to the query string passed via the POST method when a form is submitted.
Once place this could be done on the site is when the customer logs in. The URL to display
their order history and profile information is

http://localhost/UniYear2/ACCA5022 Assignment/cust profile.php?id=10001 extra code
could be added on. However to get to this page they must first login in so the hacker would
need their details first also when the user logs in a Session cookie is created and its existence is
checked when this page loads. Another preventive measure that is taken is that the ID is
cleaned by using the function ‘mysqli_real_escape_string’ . This function escapes any special
characters from the string. [5]




As part of the design of the site is was run through SQL MAP [6] Below is the results when ran

on a Kali Linux virtual machine.

It tests form a number of SQL injections vulnerabilities. The results were positive as is was not
able to view any data and declared that ID is dynamic. This could be an issue though is the
shop part was developed more. As no session cookie would be created and the URL may pass a
static value.

Another test was run to see if the database name could be captured by the command ‘sglmap
-u http://192.168.1.193/UniYear2/ACCAS5022_Assignment/cust_profile.php?id=10001 -dbs’

t4s1) tachniqun Found.

Again this information was not captured.




Improvements

These are a list of improvements that could be made to the site in order to make it a
fully functioning shop.

e Add a basket so orders could be made.

e On the product search in the shop add a category search.

e On the admin section allow for staff to add new products.

e On the admin section allow for staff to alter products.

e On the customer login add a forgot password option.

* An option to set the order as processed which sends an email to the customer.
e Email alert on products if the stock falls below a set level.

Appendix
Appendix 1
customer
products
orders

cust_ID
cust_:;;ﬂe prod_ID
cus:_P tr!es‘: O -----Od order_ID FH------ O | prod_Name
cus _Tols c: e FK1 |cust_ID prod_desc
custiEe epl one prod_ID prod_Images
cust_Emai order_Date prod_Price
ﬁ'-‘“-:““”a’:e order_Processed prod_Stock
cust_Passwor prod_Type

staff

staff_ID
staff_Name
staff_Admin
staff_Password
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GRADEMARK REPORT

FINAL GRADE GENERAL COMMENTS
Instructor
WEBSITE

/ 2o

Database structure and design 13/15 - Product type
would be a good candidate for normalisation as there
is a lot of repeated data. Otherwise OK

Range of PHP code demonstrated

29/40 - Search is good and incorporates a wildcard
which makes it very usable. It would be nice if more
fields were incorporated in the search.

Login is OK, but you need to manage the 2 states on
the menu bar, it invites me to log in even when |
already am. Also, | cannot find a way to log out?

Register for account works well, but make the
feedback to the user a bit bigger. Also, it's a bit
confusing that the register page comes up again after
the account is successfully registered. Duplicate
usernames have been prevented which is good.

Good use of paged results, although there's a slight
bug in there on the Top 10 products - sometimes it
shows 20 records and sometimes 10.

I'm a bit confused at the orders table as there doesn't
seem any way to place an order on the website?

Edit/Delete also used.



Overall integration of website

11/15 - Looks good overall with good use of
responsive techniques. It looks best in mobile mode,
in the desktop mode there is a lot of waste space.
Centering the text area could mitigate this. | never
grey text on black is very readable - you might want to
consider a more contrasting colour. Good use of menu
bar. Login management is a bit confusing as
commented on in the above section.

REPORT

Security issues identified | think you've misread the
brief somewhat here as the first part of the report was
not needed, just the security issues. You have
identified some issues well such as SQL injection and
HTTPS, but I'm not sure MFA is practicable for a
website such as this. There are other issues you could
have talked about such as cross-site scripting,
preventing spambots etc. 8.5/15 -

Consideration of security issues for website Generally
a good appraisal 10/ 15 -

TOTAL: 71.5%
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